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ABSTRACT

Industrial 10T (Industrial 10T) is a new promising technology which can be used to increase the amount of
productions with high qualities. Industrial 10T technologies guarantee full control to the processes remotely through the
internet which can reduce the number of workers in the field. As a result, this can reduce the percentage of worker
injuries and accidents in addition to the total costs. The Industrial 10T systems are attractive targets to attackers. For this
reason, these systems require high levels of security since such levels have direct effects on physical devices which may
be dangerous on human life and safety. To guarantee high level of security, a combination between Information
Technologies (IT) and Operation Technologies (OT) with new innovative methods should take place. In this paper, many
new technologies and security methods are reviewed with their possible attacks in order to provide Industrial loT
infrastructure designers with the required information to take them into consideration. Also, differences and
convergences between both classical Information Technology (IT) and operational Technology (OT) and their relations
to the Industrial 10T systems are investigated with the possible attacks on each layer of the IT and the OT.
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1. INTRODUCTION Control and Optimization

The internet of things (10T) applications ( , : . -
are usually presented to connect devices through l%l L ) 4o = _ﬂn m
intelligent infrastructure. The term loT has a S ! L%
variety of applications around the world, but if the ar } :3 - ‘
applications are related to the manufacturing ‘- Q hat ‘f,‘!g;:
segments and industrial processes, then it is Data Collection
known as Industrial 10T (Industrial 10T). The Percoption Layer Network Layer  Processing Layer  Application Layer
Industrial 10T applications depend basically on . . )
industrial communication networks. Before the Fig. 1. Generalized Industrial I0T system
revolution of the Industrial 10T, there was no architecture.
communication link between various industrial )
systems and they were not connected to the The Industrial 10T can also be called
internet. Nowadays, industrial communication Industry 4.0 [2]. The term industrial
networks are highly dependent on open protocols communication is relat_ed to the data _transfer
and platforms. For this reason, the industrial between industrial equipment and devices by
communication networks are developing very using special types of protocols for each
fast, but at the same time the percentage of cyber- industrial layer. There are three main industrial
attacks on these systems are increasing too [1]. communication  protocols: real-time Ethernet
Fig. 1 shows a generalized Industrial 10T system (RTE), Fieldbuses and wireless networks [3].
architecture. Recently, securing the Industrial 10T has
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become a distinguishable topic because of three
reasons; firstly, there is a strong relationship
between Industrial 10T and IT. Secondly, the
traditional security methods of IT systems
cannot be applied directly to the Industrial 10T
information and finally, hackers, viruses and
worms turn to be more and more powerful due
to the advanced technologies in the field of
software and microprocessors [4].

2. Related Work

Xu et al. [5] studied the Industrial loT
applications and their challenges also highlighted
the possible research opportunities for the
researchers in the future. Mendez et al. [6]
presented a survey of the privacy and security
methods and the changes related to Industrial 10T
systems. Their work focused on the Industrial loT
technologies and architectures as well as on
different security challenges (such as, availability,
confidentiality and integrity) in different
industrial communication layers. Husamuddin
and Qayyum [7] studied the Industrial loT
different applications and the security threads.
They gave different examples about 10T such as
infrastructure management, environmental
monitoring, infrastructure management,
manufacturing, home automation, transportation,
medical and health care systems. In order to
understand and identify the critical scopes where
10T is used heavily, Rizvi et al. [8] explained the
challenges and requirements related to loT
security and the current security solutions that are
proposed and implemented. Also, the authors
discussed some of the factors such as the cost of
security implementation solutions, data size and
vulnerabilities of data collected and transmitted.

Hassija et al. [9] presented different
security trends and their threats on different layers
of 10T applications. The layers covered in such
study were application layer, gateways,
middleware layer, network layer and sensing
layer. The authors discussed also the possible
solutions for securing the 10T systems such as fog
computing, blockchain, machine learning and
edge computing. El bekkali et al. [10] surveyed a
common architecture and most basic proposals for
10T systems and their security analysis related to
each 10T layer. The authors presented solutions
for 10T security issues at each 10T layer and made
a comparison between those solutions to clarify
the limitations of each security method. At the
end of their paper, they gave some trends for
future work. The success of any Industrial 10T
system is based on the robustness of the cyber-
physical manufacturing systems because of the
huge amount of real-time data that needs to be

exchanged during manufacturing processes. To
achieve a good real-time processing and data
transmission, the system needs to transmit data
with high data rate, low latency, high coverage
and high reliability. To achieve these
characteristics, Cheng et al. [11] proposed an
Industrial 10T system based on 5G wireless
communication technology. In addition, they
implemented different manufacturing
technologies and manufacturing scenarios under
different circumstances. Kumar and lyer [12]
analyzed how Industrial IoT can be used to
increase profit in industrial processes and improve
customer value. In their paper, they collected data
from different journals and web sources. Then,
they identified different challenges when
implementing an Industrial 10T system.

Furthermore, the authors presented
different communication protocols that can be
used with the Industrial 10T to insure high level of
security, such as, Open Platform Communication
(OPC), Message Queue Telemetry Transport
(MQTT), MODBUS, Constrained Application
Protocol (CoAP), Process Field Bus (PROFIBUS)
and International Society of Automation (ISA).
Raposo et al. [13] proposed a study on a wireless
sensor network (WSN) monitoring architecture to
identify the limitation of industrial process
automation technologies. In addition, the study
included some deep insight into metrics,
management protocols, techniques and different
standards usable to industrial WSNs. Their study
shows that the proposed architecture can possess
the following properties: no increase in the cost of
the node manufacturing, negligible effect in the
main sensor node application, negligible effect on
the bandwidth, negligible effect on the hardware
components and finally no significant increase in
energy consumption. Table 1 shows a comparison
between different surveyed papers according to
the security issue threat types, security solutions,
Industrial loT  applications  and loT
Communication Protocols.

Table 1. Comparison between different papers
according to their contents.

Paper Contents

Authors and
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Rizvi et al. YES NO YES NO NO
[8]

Hassijaetal. | YES | YES YES YES YES
[9]

El bekkaliet | YES | YES YES NO NO
al. [10]

Cheng et al. NO NO NO YES YES
[11]

Kumar et al. NO NO NO YES YES
[12]

Raposo et NO NO NO NO YES
al. [13]

3.POSSIBLE ATTACKS ON INDUSTRIAL
10T AND THEIR COUNTERMEASURES

This section discusses the possible
attacks on  Industrial 10T and their
countermeasures. These attacks can be found in
one of five forms: Distributed Denial of Service,
Eavesdropping, Man-in-the-Middle, Virus, Trojan
Horse and Worm Virus.

3.1. Distributed denial of service (DDoS) attack

It is a common type of attack which
decreases the service availability for both service
provider and users. The DDoS attacker tries to
flood the network with malicious packets in order
to exhaust the network and their power suppliers.
The DDoS attacker can attack both wired and
wireless networks and as a result, the legitimate
users cannot access services provided from the
servers [14], [15].

3.2. Eavesdropping attack

This type of attack is possible when
there is no secure channel between two end points
or when using a weak security protocol. In this
type, the attacker attacks the confidentiality of the
data transferred, for example, between a client
and a server. This attack is not easy to detect
because the attacker sniffs the transferred packets
on the LANs or intercept the wireless
communication channels without alternating data
and the system continues working as usual. This
type of attack can be established by using network
monitoring software in order to intercept the
transferred data. Besides network analysis,
Eavesdropping can listen to the Industrial 10T
devices, mobile devices, servers and clients. To
reduce the possibility of eavesdropping attack,
many actions and means can work such as using
an encryption between two end points, updating
the applications and devices, or by using software
protections (anti-virus, Firewalls, antimalware,
VPNs, etc.) [16]-[17].

3.3. Man-in-the-middle (MITM) attack

It is a type of cyberattack in which an
unauthorized person gets in the link between two
parties and controls a session between them by
changing the contents of messages or producing
extremely new messages. The attacker tries to
trick both communicating parties and give an
illusion to both of them that they are
communicating to each other. Therefore, MITM
attacks the confidentiality and integrity of the
sessions. This type of attack can be achieved by
two steps, interception and decryption. To protect
against MITM attacks, a number of proactive
steps should be taken before discovering that
MITM attacks become too late [18], [19]. The
best ways to prevent MITM are: active searching
to detect if the communication link has been
intercepted, using strong WEP/WPA encryption
on Access Points, Strong Router Login
Credentials, Virtual Private Network, HTTPS and
Public Key Pair Based Authentication [20], [21].

3.4. Virus attack

A virus is a malicious code that is
injected by the attacker to be executed on the host
computer. The viruses have the ability to self-
install and self-replicate within a short period of
time. The virus manipulates the access control
mechanism of the host device to decrease the
system performance, decrease availability, and
make the system consume unreasonable amounts
of processing power or network bandwidth [22],
[23]. To immune the system against viruses,
several steps should be taken into consideration
such as: using strong passwords, keeping the
system up to date, applying antivirus software,
using firewall, installing popup blocker, knowing
the signs of infection and awareness of email
phishing scams.

3.5. Trojan horse virus
A Trojan is a type of virus that looks like
a normal computer program but a malicious
functionality is hidden inside. The Trojan cannot
start working without initial permission from the
computer user because it is an executable file. A
Trojan designed to attack the host computer after
some time by disabling applications, destroying
the system, allowing illegitimate remote access,
illegitimate data send or security software disable
[24], [25]. To protect the system from this type of
attack, the user should follow the following steps
[26]:
e Installing cyber-security software.
e  Using trusted suppliers to download or
install software.
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e Never installing or opening an
attachment file that is sent by an
unknown sender.

e  Updating all the computer software’s and
operating system.

e Installing and running a Trajan antivirus.

3.6. Worm virus attack

The worm is a malicious virus that has
the ability to replicate itself and spread-out
through the network in an automatic way. This
virus exploits the weaknesses in the host system
to corrupt files, leak sensitive information or open
a small hole in a system to allow illegitimate
access to that system. The worms exhaust the
system memory and the network bandwidth by
overloading them. This virus is more harmful than
the traditional viruses because firstly, it can start
the attack on its own without needing a host
computer like the traditional viruses. Secondly,
the attack can start without human intervention
[27]. In order to protect against worm virus, the
operating system should be updated, never
openinng untrusted links from the internet, using
anti-virus and anti-malware [28].

4. SECURITY AND PRIVACY
CHALLENGES IN INDUSTRIAL IOT

Recently, there is an enormous increase
in data exchange through the internet which,
notably, increases the number of cyber physical
systems which are mainly dependent on a strong
connectivity and availability of the internet. The
cyber physical systems include industrial
systems, smart vehicles, and smart buildings. In
general, different standard systems need to be
interacting with each other in real-time by
exchanging a huge amount of critical- sensitive
data. The systems should guarantee the privacy,
security and standardization of data which is an
attractive target to attackers. In Industrial loT
systems, beside the previous security issues, the
most important factor is availability because the
whole production line will stop if the connection
between any two parts of the system is blocked or
delayed [29].

4.1. Security trends for cyber physical
production systems (CPPS) and classical
information technology (IT) system

The security of Industrial loT
applications are unlike the typical IT systems
because these applications affect physical
equipment and devices which may be dangerous
to human life and safety. Also, Industrial 10T
systems contain many different devices that can
operate with their own operating system and

applications which are different from the typical
IT systems. Another issue is that the Industrial
10T is a real-time operating system (RTOS) which
exposes to memory allocation as a critical
problem unlike the typical IT Systems. At the
field level, there are many embedded systems that
run for a long time, maybe for years, with
accumulating  fragmentation ~and  without
rebooting. For this reason, the problem of buffer
overflow may arise compared to typical IT
systems [30].

In the industrial field, the technology
that deals with the industrial data is called
Operational Technology (OT). OT refers to the
relation between hardware and software which are
designed to control a specific hardware system,
for instance, monitor mechanical performance,
control heat, sewage systems, water distribution,
etc., whereas IT is related to the network
applications, data exchange between
organizations, data storage, etc. In Industrial loT
environments, OT and IT are both used together
where the OT’s are used to control the physical
devices and the IT’s are used to deal with the
information. The integration of OT and IT
supports industries with better performance to
optimize the automation. This convergence makes
the Industrial 10T systems more susceptible to
cyberattacks [31]-[33]. Fig. 2 shows the
convergence between OT and IT.

Information Technology

+ C#,C++, Web Services, RESTful APl +  Focused on data
+  IT Department - Software Developers, + Controlled physical environment

Administrators + Enterprise computing
+ ERP SCM, MRP

+ Real time data
+ Interconnecting Facilities

+  Profinet, DNP3, Modbus, Ethernet, TCP/IP
+ Operations Management - Instrument B

Control Systems Engineer, Process Engineers +  Production is high pricrity, software updates
+ ICS, DCS, Historian and/or patching is seen as a low pricrity

+ Focused on control of physical equipment
+  Geographically dispersed physical environment

Operational Technology

Fig. 2. Convergence of IT and OT [31].

The bad effects of cyber-attack on CPPS
can appear in the following forms [2], [31]:

e Information delay from a client to the
Sserver or vice versa.

e Connection interruption between client and
server to start an action through a safety
system.

e Altering the received value coming from
the client side, which may lead to automatic
response, for instance, automatically
shutting down a section of a factory or
giving an instruction to a worker to do
inappropriate action.

e Altering the set point of application at the
client side, for instance, changing the alarm
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level sensor point for an oil tank to exceed
the maximum level.

e Modifying/changing the maximum or
minimum operation protection values for a
system, for example, increasing the
maximum rotation speed limit of a turbine
in a plant to destroy the blades of it.

4.2. Operational technology and information
technology possible attacks

Any Industrial loT system can be
divided into five layers, each layer may expose to
different types of cyber-attacks. Table 2 shows
those five layers and their possible attacks. The
five layers are grouped into two parts: the first
three layers are form the operational technology
(OT), whereas the upper two layers are form the
information technology (IT).

The first level of the Industrial loT
includes the physical parts of systems such as,
sensors, actuators, motors, transmitters and
embedded devices. The attacker usually needs a
full knowledge about this level to be able to start
his/her attacks. For example, the attacker should
know the active devices specifications, devices
operational functionality, devices installation
functionality and engineering planets.

The second level of Industrial loT
includes the control devices which are responsible
for collecting data from the first level and taking
an appropriate action according to the information
coming from the upper layers. The control
devices are: gateways, programmable logic
control (PLCs) and distributed control systems
(DCS). At this layer, the attacker tries to prevent
the communication with the lower level or control
the flow of data.

The third level of Industrial 10T is the
Supervisory Control and Data Acquisition
(SCADA). This layer consists of the following
components: master stations, human interface
machines (HMIs), data acquisition devices,
network connectivity and databases. Usually all
the devices at this layer communicate via the
Ethernet cables using the IP protocol. At his layer,
the attackers depend on IP creation methods. For
example, an IP with the sender address can be
created to give an illusion to the receiver that the
source of this packet comes from a legitimate
user.

The fourth level of Industrial loT
contains business planning services. For instance,
web services, mail services, intranet, office
applications. The attacker at this layer exploits
vulnerabilities in the services to inject a malicious
code that generates fake data to give an illusion to
the application that these data come from a

legitimate user to get access with administrator
privilege.

The fifth level of Industrial 10T is the
higher layer of the industrial pyramid which
includes enterprise applications to handle data
mining, cloud computing, and analytics services.
The attacker at this layer aims to intercept data,
trick the system, noting that there are more
advanced types of attacks like adversarial attacks
[33], [34].

Table2. Layered Industrial 10T architecture and
possible attacks [35].

Layer Components Possible Attacks
V Business DoS, side channel attacks,
Applications, Cloud malware Injection,

Internet, Cloud
Computing, Data
Analytics, and

Authentication attacks,
Man-in-the-Middle, and
Mobile device attacks.

= mobile Devices.
v Data Centres, Phishing, Malware, DNS,
Intranet, Mail, SQL Injections, poisoning,
Office Brute Force attack, Remote
Applications, and code Execution, and Web
Web Services. Application attacks.
DeMilitarized Zoon
111 | SCADA Control, IP spoofing, Data
HMI, Control manipulation, Data
Room, and sniffing, Malwares.
Operator Stations
11 Distributed Replay attack, Sniffing,
Control System, Man-in-the-Middle attack,
5 PLC, and Brute force Password

Gateways. guessing, and Wireless

device attack.

| Sensor, Motors, Reverse Engineering,
Actuators, injecting crafted packages
Transmitters, or input, Malware,
Embedded Eavesdropping, and Brute-
Devices. force search attacks.

It should be noted that Table 2 shows a
demilitarized zone located between the third and
the fourth layers which represents untrusted
network servers that the users are connected to
when using an untrusted network.

4.3. Security challenges for Industrial 10T
Besides the ordinary security issues
mentioned in section 3 above, there are other
security challenges that should be considered
when designing an industrial 10T system. The
additional challenges are platform security,
security management, secure engineering, identity
management and industrial rights management.
The solution for the mentioned challenges must
continue for the whole life cycle of the designed
system. The additional security properties that
must be taken into account are [36]:
e Industrial 10T devices need to be tamper
resistant to prevent potential physical attacks,
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such as passive secret stealing and
unauthorized re-programming while allowing
the update of security firmware on devices by
authorized users.

e The Industrial 10T device storage data should
be encrypted to keep the data protected from
adversaries and to achieve confidentiality.

e The Industrial 1oT communication network
should be secured to keep integrity and
confidentiality.

e The infrastructure of the Industrial 10T needs
efficient authorization and identification
mechanisms to guarantee that only authorized
entities can access the industrial 10T
resources.

e Redundancy in hardware devices and
communication links must be used to ensure
the availability of the Industrial 10T system
with normal operation even when a physical
damage happens by malicious users.

5. APPROACHES TO SECURING THE
INDUSTRIAL IOT

In Industrial 10T systems, securing the
data is very important because it is related to
human safety and life. But using ordinary secure
methods such as, authentication control systems
and encryption algorithms are insufficient since
hackers’ become more skilled with hand powerful
processors to access and manipulate data. For this
reason, another securing method should be added
through the different Industrial 10T architecture
levels. The security can be increased by using
Communication Management, Access Control,
Data Encryption, Data Auditing and Monitoring
[37], [38].

5.1. Communication management

The control and the monitor of data flow
between different layers is very important to
ensure the security of data especially when the
data is very important. The security provided by
the data management prevents adversaries from
attacking confidentiality and integrity of the data.
It also prevents manipulation and data leakage
attacks such as man in the middle, eavesdropping
and other possible attacks on the communication
mediums. As a precaution, communication
management can create policies to secure
information, detect and identify security threats
on the industrial system [39], [40].

5.2. Access control

It is the mechanism to guarantee the
identity of a subject or a user that is willing to
access a remote resource. There are different

items that can be used to describe Access Control
like Authorization and Privilege Handling.

Authorization is known as the process of
allowing access of a specific subject to a specific
object. To design an effective access control
system, a secure entity identification is required.
Privilege escalation attack or elevation of
privilege is an attack that exploits a bug in the
application software, or operating system to
access protected resources. The effect of this
action is that unauthorized attackers can access
and modify an application with more privileges
than system administrator, or application
developer can do [41], [42].

5.3. Data encryption

It is used to convert readable information
into unreadable form by using one of the
encryption techniques. There are two main types
of encryptions: symmetric encryption and
asymmetric encryption. In symmetric encryption,
the same encryption key is used for encryption
and decryption. Whereas in asymmetric keys, two
different keys are used; one for encryption and
other for decryption. When using encryption
techniques, even though the attacker passes the
access method, it is still unable to read the data
unless the attacker has the decryption key [43]-
[45].

5.4. Data auditing and monitoring
It is the operation of verifying data by
using a specific regulation and rules to protect
against data leakage, malware, data tampers and
misconfiguration. In order to prevent data
leakage, a hardware based cryptographic tamper
proof with tamper resistance is used. For
Industrial 10T applications, other resistance
tampering methods are used to insure the security
of the information such as misconfiguration and
reverse engineering. The data auditing has the
following benefits [46]-[48]:
e The capability to detect risks related to data
irretrievability and loss.
e Providing a method to evaluate and observe
operations of the audited client.
e Reducing the percentage of security
violations.
e Detecting gaps in the cyber security system
and their drawbacks.

6. CONCLUSIOINS

Industrial 10T has grown significantly in
recent years because of the huge increase in
internet services. The Industrial 10T applications
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are mainly dependent on the data communication
between nodes through the internet. The industrial
data is real-time data which needs a high data rate
with a good quality of service to be transferred.

The data transferred from the sensor
layer to the upper layers may hold sensitive data
which need to be protected from unauthorized
access. Therefore, the security of the Industrial
10T systems is a critical factor in industry because
successful attacks on the system can cost the
companies or governments a huge loss. The
attackers may steal data, deny the service or cause
physical damage.To guarantee the security of the
communication between any two nodes, Industrial
IoT should have protection services such as
encryption, authentication, access control, data
auditing and monitoring. In this paper, Industrial
IoT possible cyber security attacks have been
investigated in addition to their different
Industrial 10T communication layers and the
possible method to protect against cyber-
attacks.Challenges regarding security of Industrial
10T systems and their solutions in addition to the
challenges of the conventional IT systems are:
platform security, security management, secure
engineering, identity management and industrial
rights management. As a result, the Industrial 10T
system requires higher level of security
protection.
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